Test Bank, Lesson 12 Configuring a Network Policy Server
Multiple Choice
1. What kind of RADIUS server is placed between the RADIUS server and RADIUS clients?
a. a RADIUS client server
b. a RADIUS engine server
c. a RADIUS proxy server
d. a RADIUS relay server
Answer: c
Difficulty: Medium
Section Ref: Configuring Multiple RADIUS Server Infrastructures
Explanation: A multiple RADIUS server infrastructure option is to place a RADIUS proxy between the RADIUS server and the RADIUS clients. A RADIUS proxy forwards authentication and accounting messages to other RADIUS servers.
2. What process determines what a user is permitted to do on a computer or on a network? 
a. access
b. authorization
c. authentication
d. permission
Answer: b
Difficulty: Easy
Section Ref: Configuring a Network Policy Server Infrastructure
Explanation: Authorization is the process that determines what a user is permitted to do on a computer system or network.
3. What is a RADIUS server known as in Microsoft parlance?
a. Network Access Server
b. Network Policy Server
c. Network Authentication Server
d. Network Remote Access Server
Answer: b
Difficulty: Medium
Section Ref: Configuring a Network Policy Server Infrastructure
Explanation: Microsoft’s RADIUS server is Network Policy Server (NPS). By installing and configuring RADIUS, you can create and enforce wide network access policies for client health, connection request authentication, and connection request authorization.
4. Which ports do Microsoft RADIUS servers use officially?
a. 1511 and 1512
b. 1612 and 1613
c. 1812 and 1813
d. 2012 and 2013
Answer: c
Difficulty: Medium
Section Ref: Configuring a Network Policy Server Infrastructure
Explanation: RADIUS has been officially assigned UDP ports 1812 for RADIUS Authentication and 1813 for RADIUS Accounting by the Internet Assigned Numbers Authority (IANA).
5. When an access client contacts a VPN server or wireless access point, a connection request is sent to what system?
a. the NPS server
b. the 802.1X switch
c. an authorization relay
d. an access client
Answer: a
Difficulty: Medium
Section Ref: Configuring a Network Policy Server Infrastructure
Explanation: When an access client accesses a virtual private network (VPN) server or wireless access point, a connection request is sent to the NPS server.
6. Which system, in a RADIUS infrastructure, handles the switchboard duties of relaying requests to the RADIUS server and back to the client?
a. the NPS server
b. the access client
c. the wireless access point
d. the access server
Answer: d
Difficulty: Medium
Section Ref: Configuring a Network Policy Server Infrastructure
Explanation: When the connection attempt is authorized with both the dial-in properties of the user account and network policies, the NPS server sends an Access-Accept message to the access server. If the connection attempt is not authenticated or authorized, the NPS server sends an Access-Reject message to the access server. The access server completes the connection process with the access client and sends an Accounting-Request message to the NPS server, where the message is logged.
7. What is the final step in the authentication, authorization, and accounting scenario between an access client and the RADIUS server?
a. a log entry that the connection is established
b. an Access-Reject message to the access server
c. a final credential check with the domain controller
d. an Accounting-Response to the access server
Answer: d
Difficulty: Medium
Section Ref: Configuring a Network Policy Server Infrastructure
Explanation: The NPS server sends an Accounting-Response to the access server.
8. To configure RADIUS service load balancing, you must have more than one kind of what system per remote RADIUS server group?
a. proxy server
b. RADIUS server
c. relay server
d. domain controller
Answer: b
Difficulty: Medium
Section Ref: Configuring Multiple RADIUS Server Infrastructures
Explanation: To configure load balancing, you must have more than one RADIUS server per remote RADIUS server group.
9. Which parameter specifies the order of importance of the RADIUS server to the NPS proxy server?
a. relay link number
b. weight
c. precedence
d. priority
Answer: d
Difficulty: Medium
Section Ref: Configuring Multiple RADIUS Server Infrastructures
Explanation: Priority specifies the order of importance of the RADIUS server to the NPS proxy server.
10. Using what feature can streamline the creation and setup of RADIUS servers?
a. build guidelines
b. documentation
c. templates
d. wizards
Answer: c
Difficulty: Medium
Section Ref: Managing RADIUS Templates
Explanation: Much like the use of other templates, RADIUS templates—especially RADIUS clients and Remote RADIUS servers—are designed to reduce the amount of time and cost that it takes to configure RADIUS on one or more servers.
11. What information does the Accounting-Start message contain?
a. the RADIUS server name and IP address
b. the type of service and the user it’s delivered to
c. the list of permissions granted to the user
d. the list of services provided to RADIUS access servers
Answer: b
Difficulty: Medium
Section Ref: Configuring RADIUS Accounting
Explanation: The NPS server generates an Accounting-Start message describing the type of service being delivered and the user it is being delivered to.
12. Which system is the destination for Accounting-Start messages?
a. the RADIUS proxy server
b. the RADIUS relay server
c. the RADIUS accounting server
d. the RADIUS web server
Answer: c
Difficulty: Medium
Section Ref: Configuring RADIUS Accounting
Explanation: The NPS server generates an Accounting-Start message describing the type of service being delivered and the user it is being delivered to and sends it to the RADIUS accounting server.
13. What type of NPS authentication is recommended over password authentication?
a. certificate
b. complex
c. biometric
d. PAP2
Answer: a
Difficulty: Medium
Section Ref: Understanding Password-Based Authentication
Explanation: Password-based authentication is not considered strong security. As a result, certificate authentication or multi-factor authentication is recommended.
14. Why is password-based authentication not recommended?
a. Passwords are too easy to guess.
b. Usernames and passwords are sent in plain text.
c. Usernames are too easy to guess.
d. Username and password authentication is too slow.
Answer: b
Difficulty: Easy
Section Ref: Using Password-Based Authentication
Explanation: Password Authentication Protocol (PAP) is never recommended because the username and password are sent in plain text.
15. Where do you get certificates for authentication purposes?
a. Microsoft
b. the computer manufacturer
c. a certificate authority
d. a certificate broker
Answer: c
Difficulty: Medium
Section Ref: Using Certificates for Authentication
Explanation: Certificates are customized using certificate templates and are issued using a certificate authority.
Short Answer

16. RADIUS is used for what three processes?
Answer: Authentication, authorization, and accounting
Difficulty: Medium
Section Ref: Configuring a Network Policy Server Infrastructure
Explanation: RADIUS is used for authentication, authorization, and accounting.
17. What’s the difference between a RADIUS client and an access client?
Answer: A RADIUS client is an RRAS server that forwards requests from access clients to a RADIUS server. In essence, the access client requests access from a RADIUS client, which forwards that request to the RADIUS server.
Difficulty: Medium
Section Ref: Configuring a Network Policy Server Infrastructure
Explanation: RADIUS clients (also referred to as access servers) are servers (such as servers running RRAS) and devices (such as wireless access points and 802.1X switch) that forward RADIUS requests to a RADIUS server. An access client is a computer or device that contacts or connects to a RADIUS client, which requires authentication and authorization to connect.
18. If you assign the same priority number to multiple RADIUS servers, how do you load balance them?
Answer: You can load balance them with the Weight parameter setting. 
Difficulty: Medium
Section Ref: Configuring Multiple RADIUS Server Infrastructures
Explanation: If two servers are assigned the same priority and weight, the connection requests are distributed evenly between the two servers.
19. What three configurations comprise creating an NPS server as a RADIUS server?
Answer: RADIUS server for dial-up or VPN connections, RADIUS server for 802.1X wireless or wired connections, and NAP policy server 
Difficulty: Hard
Section Ref: Configuring RADIUS Clients
Explanation: The standard configuration includes RADIUS server for dial-up or VPN connections, RADIUS server for 802.1X wireless or wired connections, and Network Access Protection (NAP) policy server. 
20. For RADIUS accounting, you can set data to log to which two destinations?
Answer: Text log files or a SQL Server database
Difficulty: Medium
Section Ref: Configuring RADIUS Accounting
Explanation: When configured for accounting, NPS can log accounting data to a text log file and/or a SQL Server database.
21. Authentication is broken down into which two general categories?
Answer: Password-based credentials and certificate-based credentials
Difficulty: Medium
Section Ref: Understanding NPS Authentication Methods
Explanation: Authentication is usually broken down into password-based credentials and certificate-based credentials.
Best Answer

22. When setting up authentication to NPS services for Microsoft-only clients, what type of authentication should you always use?
a. PAP
b. CHAP
c. MS-CHAP
d. MS-CHAPv2
Answer: d
Difficulty: Medium
Section Ref: Using Password-Based Authentication
Explanation: If you use only Microsoft clients, you should allow only Microsoft Challenge-Handshake Protocol v2 (MS-CHAPv2).
23. What would be the biggest problem with configuring text files for accounting logging?
a. Space; filling up the C drive has catastrophic effects.
b. Logs are saved as plain text format.
c. Data isn’t sent to a SQL Server database.
d. Writing logs to disk requires disk I/O, which might impact performance.
Answer: a
Difficulty: Medium
Section Ref: Configuring RADIUS Accounting
Explanation: If you choose the log files, make sure that the C drive is large enough to hold the logs; otherwise, move the log files to a large enough drive.
24. You would create a RADIUS template so that you can do what with it?
a. Easily create multiple RADIUS servers from it.
b. Consistently create multiple RADIUS servers from it.
c. Create RADIUS servers without affecting the functionality of NPS.
d. Apply it to selected servers.
Answer: a
Difficulty: Easy
Section Ref: Managing RADIUS Templates
Explanation: Much like the use of other templates, RADIUS templates—especially RADIUS clients and Remote RADIUS servers—are designed to reduce the amount of time and cost that it takes to configure RADIUS on one or more servers.
Build List

25. Order the following steps required to enable and configure accounting in NPS.
a. Save the data into a local text file; the Configure Local File Logging page appears. Notice the path of the log file is C:\Windows\System32\LogFiles.

b. On the Select Accounting Options page, select the accounting option that you want to use.

c. Open Server Manager > Tools > Network Policy Server.
d. In the Data Link Properties dialog box, specify the name of the SQL server in the Select or enter a server name text box and click Refresh.

e. On the NPS tree, click Accounting.

f. If you choose to use the SQL server, the Configure SQL Server Logging page appears. To configure the SQL connection, click Configure.

g. In the Accounting section, click Configure Accounting.

Answer: C E G B F D A
Difficulty: Medium
Section Ref: Configuring RADIUS Accounting
Explanation: Refer to the steps titled: Enable and Configure Accounting in NPS.
26. Order the following steps required to configure NPS for RADIUS server for VPN connections.
a. Open Server Manager > Tools > Network Policy Server.

b. Enter a friendly name for the RADIUS client in the Friendly name text box.

c. Select an authentication method.

d. Add a Dial-Up or VPN Server.

e. On the Select Dial-up or Virtual Private Network Connections Type page, select Virtual Private Network (VPN) Connections.

f. Enter the IP address of the remote access server.

g. Specify a Realm Name.

h. Enter the shared secret password for RADIUS.

i. Specify IP Filters.

j. Specify a User Group.

k. In the main pane, select RADIUS server for Dial-Up or VPN Connections under the Standard Configuration.

l. Specify Encryption Settings.

Answer: A K E D B F H C J I L G
Difficulty: Hard
Section Ref: Configuring RADIUS Clients
Explanation: Refer to the setup steps outlined in Configure NPS for RADIUS Server for VPN Connections.
27. Order the following steps required to configure NPS for 802.1X wireless connections.
a. In the main pane, under Standard Configuration, select RADIUS server for 802.1X Wireless or Wired Connections.

b. Enter the IP address of the remote access server.

c. Specify a User Group.

d. Enter the shared secret password for RADIUS setup.

e. Open Server Manager > Tools > Network Policy Server.

f. Select the authentication method.

g. On the Select 802.1X Connections Type page, select 802.1X Secure Wireless Connections.

h. Specify Traffic Controls.

i. Enter a friendly name for the RADIUS client.

Answer: E A G I B D F C H
Difficulty: Medium
Section Ref: Configuring RADIUS Clients
Explanation: Refer to the steps outlined in Configure NPS for 802.1X Wireless Connections.
28. Order the following steps necessary to install Network Policy Server.
a. On the Server Roles page, select Network Policy and Access Services.

b. Select a server from the server pool.

c. Select Role-based or feature-based installation.

d. Open Server Manager > Manage > Add Roles and Features.

Answer: D C B A
Difficulty: Easy
Section Ref: Installing and Configuring Network Policy Server
Explanation: Review the steps required to install NPS in Install Network Policy Server.
Repeated Answer

29. Which non-recommended method of user authentication is considered too insecure because usernames and passwords are sent in plain text? 
a. PAP

b. CHAP

c. MS-CHAPv2

d. smart card

Answer: a
Difficulty: Easy
Section Ref: Using Password-Based Authentication
Explanation: Password-based authentication is not considered strong security. Password Authentication Protocol (PAP) is never recommended because the username and password is sent in plain text.
30. If you decide to use this method for authentication, you will need certificates that include the Client Authentication purpose.

a. PAP

b. CHAP

c. MS-CHAPv2

d. smart card

Answer: d

Difficulty: Easy

Section Ref: Using Certificates for Authentication
Explanation: If you decide to use smart cards for authentication, you need certificates that include the Smart Card Logon purpose and the Client Authentication purpose.
31. Which authentication method encompasses the widest range of clients (Microsoft and non-Microsoft) but has only a moderate level of security?
a. PAP

b. CHAP

c. MS-CHAPv2

d. smart card

Answer: b

Difficulty: Easy

Section Ref: Using Password-Based Authentication

Explanation: If you have some non-Microsoft clients, you may need to enable Challenge-Handshake Authentication Protocol (CHAP).

32. Which password-based authentication method is the choice for Microsoft-only clients?
a. PAP

b. CHAP

c. MS-CHAPv2

d. smart card

Answer: c

Difficulty: Easy

Section Ref: Using Password-Based Authentication

Explanation: Password-based authentication is processed from the most secure (Microsoft Challenge-Handshake Authentication Protocol v2 or MS-CHAPv2) to the least secure. If you use only Microsoft clients, you should allow only MS-CHAPv2.

