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National cybersecurity threats need to be identified to provide insights into the potential security measures that need to be implemented. An example of a cybersecurity threat is the Dridex Peer to peer malware utilized the use of decentralized network infrastructure to execute command and control functions. The objective of this malware is to access computers, steal credentials and then obtain money for the account of the victims and can be prevented through the installation of antivirus software (US-Cert, n.d.).

Simda botnet is another threat to network security as it works to reroute the network traffic of the user as well as provide a platform for the installation of additional malware this providing the attackers with the capability of controlling the compromised systems (US-Cert, n.d.). Strategies to protect the network from Simda infections include the installation of anti-malware and anti-virus software (Von Solms & Van Niekerk, 2013). Email based phishing approaches are the third threat identified, and this threat acts as an entry site for the attackers to access the network and compromise data stored. The implementation of perimeter blocks that identify any known threats is an important security measure that works to protect the system.

AAEH is an additional threat to cybersecurity, and it operates by downloading other types of malware, ransom as well as fake antivirus. AAEH is propagated across different networks due to its ability to download itself into these networks and propagate the rise of malware (US-Cert, n.d.). Additionally, the malware is used for the extraction of credentials used for online services to extract money from users and can be mitigated through the use of anti-virus software. The fifth cybersecurity threat is Dorkbot which is defined as a botnet that works to steal sensitive information from the network by opening a backdoor channel that provides for the remote access of the attacker and can be addressed through the use of anti-malware tools and antivirus tools (US-Cert, n.d.).
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