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Hackers, Crackers and Attackers

All hackers are not the same in that there is a clear contrast between a white-hat hacker and a black-hat hacker. According to Lee (2012) the black-hat hacker is one whose motive for accessing a secure network is to advance ambitious intent such as steal, copy or cause damage to the network. The white-hat hacker is one whose purpose for accessing a secure network is to identify any vulnerabilities within the network that may provide access to hackers with malicious intent. The white-hat hackers are also termed as ethical hackers. An example of black-hat hacker is Kevin Mitnick who gained unauthorized access to the Digital Equipment Corporation (DEC) computer system and copied their software without authorization (Lee, 2012). Steve Wozniak is an example of a white-hack hacker who started his careers by devaluing what was termed as blue boxes that provided users with an opportunity to bypass the telephone switch mechanism that enabled them to make free long-distance calls.

The acts of commitment by Steve Wozniak by creating the blue boxes cannot be considered as a crime as much as a misdemeanor as it aimed to help users connect with others. The act was not motivated by malicious intent. The act of Kevin Mitnick hacking into the DEC and copying their software was a criminal act as the users gained authorized entry into a secure network and stole information that he was not authorized to have (Muellerm 2011). Kevin Mitnick actions did not benefit the society from any sway but rather benefited him alone (Muellerm 2011). The purpose of the black-hat hacker is to manipulate secure networks for personal gain. Steve Wozniak, on the other hand, was a white-hat hacker and the development of the blue boxes benefited the society by providing the users with an opportunity to make free long distance calls which helped to save money for those who had access to this technology (Muellerm 2011).
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