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Conference 1: Topic 1 - The Internet: Revolutionary Change?

Revolutionary changes are defined as any abrupt change that causes a paradigm shift, and this is why the internet is termed as a revolutionary change. Unlike evolutionary change that takes the time to occur revolutionary change is fast and results in the transformation of all factors it affects. The internet is a revolutionary change as it has led to the transformation of every aspect of life from social, economic and political landscapes (Feki, Kawsar, Boussard & Trappeniers, 2013). The internet has changed the way business is conducted, it has changed the social ties of the people allowing users to connect with much more people by breaking down geographical barriers and has enhanced the political landscape providing leaders with a platform to reach their constituents and the constituents to air their grievances.

Attributes of revolutionary changes as a result of the internet include enhanced communication, the speed of connectivity and ease of access to resources and information. The internet, for instance, has enhanced the collaboration between businesses as it provides mechanisms such as emails and social media enhancing the rate at which communication takes place (Feki et al., 2013). Connectivity has also been enhanced due to the revolutionary changes accredited to the development of the internet. The increased access to resources and information through the internet has however reduced the security of information and critical resources. The ability of users to gain easy access to corporate secrets and other information. Today confidential information has become vulnerable to cyber-attacks (Walters, 2014). The case of Premera Blue Cross and Anthem where confidential data has been stolen by hackers identifies the impact of connectivity and access to information on security. Security of data today cannot be guaranteed due to the connectivity of people and systems. Companies such as Sony, JP Morgan, and Ashely Madison have been hacked over the years due to the connectivity provided by the internet and thus expositing confidential information (Glazer, 2014).
References

Feki, M. A., Kawsar, F., Boussard, M., & Trappeniers, L. (2013). The internet of things: the next technological revolution. Computer, 46(2), 24-25.

Glazer, E. (2014). JP Morgan’s Cyber Attack: How the Bank Responded. The Wall Street Journal.

Walters, R. (2014). Cyber-attacks on US companies in 2014. Heritage Foundation Issue Brief, 4289.
What is Cybersecurity? 

Student’s Name

University Affiliation

Professor’s name

Course title

Date

Topic 2 – What is Cybersecurity?

Cybersecurity according to Jang-Jaccard & Nepal (2014) is the body of practices, process, and technologies that are designed to protect computer networks or program from being accessed by authorized persons who may modify, delete or view confidential information or manipulate the system to suit their needs.  It refers to any physical, administrative or technological measures taken to protect a computer system or a computer from being accessed by third parties who are not authorized to have access to those systems. 

Cybersecurity is a function and a task as it embodies all digital and physical processed designed to safeguard the access of these systems (Singer & Friedman, 2014). Cybersecurity as a task involves the implementation of application security, information security and end user education. As a function cybersecurity refers to the implementation of security protocols within the system, programs or network such as the installation of antivirus and malware detectors to identify any threats that may compromise the system or provide access to such digital resources. Cybersecurity can also be referred to as a strategy of an organization or entity to ensure the safety and security of digital technologies. Cybersecurity is not always about crime but rather specializes in ensuring the integrity and protection of digital resources (Singer & Friedman, 2014). For instance gaining access to classified hospital information that may contain personally identifiable information is a breach of privacy even though criminal intentions may not have been the driving force to accessing such information. Cybersecurity seeks to safeguard every aspect of life and technology that utilizes the Internet. Cybersecurity seeks to safeguard technological resources and ensure that unauthorized personnel does not access them (Singer & Friedman, 2014). For instance business data needs to be protected from hackers who may sell such information to rival companies thus noting that cybersecurity is not just about national security. Cybersecurity is implemented to ensure effective protection, reduction, Responses as well as recovery of any data.
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Topic 3 - Asymmetric Threats

Asymmetric threats refer to the use of unconventional attacks that utilize strategies not viewed before within the cybersecurity field (Campbell, 2007). Asymmetric attacks utilize operational or strategic dimensions that would not have otherwise been anticipated or the use of new techniques of attack that had not been preconceived in the past. In cyber security, asymmetric threats are those that utilize diverse and innovative paths to attack a computer network that the current security measures may be unresponsive to. According to Campbell (2007) asymmetric warfare refers to the use of force to circumvent or undermines the strengths of the security measures through the use of nontraditional tactics, methods or technologies that are significantly different from those expected of such operations. It involves the thinking, organization as well as thinking differently from those who implemented the cybersecurity measures.

Dynamic approaches to defining systems against asymmetric threats are necessary to safeguard the security of applications and computer networks. Breen & Geltzer (2011) argued that security assurance strategies can be implemented to mitigate the threat of asymmetric attacks. Security assurance involves treating the five stages of malware infections as interdependent systems as each stage is dependent on the success of the previous phase to secure the computer. There is need to enhance the interoperability of the system to ensure that all application or programs work as a unit and thus treated as an integrated security environment that helps to strengthen the barriers within the system (Campbell, 2007). Security interoperability, therefore, seeks to ensure adequate security of all avenues that may be exploited to provide access to the attacker. The installation of systems such as Falcon Platform that utilizes Big data to carry out active defenses operation provides real-time detection as well as intelligence dissemination, the flexibility of response actions and the attribution of threat actor which is termed as an offensive approach to cyber security. The establishment of public key infrastructure (PKI) that established encryption algorithms that seek to secure information being exchanged.
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Topic 4 - Westphalian Model Advantages at Global Level

The Westphalia Model identifies the sovereignty of nations in a global world and provides for the autonomy and freedom to exercise control over their territory without the involvement of external powers. The Westphalia model in cyberspace refers to the increased control of governments in the internet and the drawing of boundaries of the internet (Demchak & Dombrowski, 2013). Countries have increasingly started to control the internet establishing the bounds of their sovereign control. Internal controls of the internet by governments have been developed from the Westphalia model (Demchak & Dombrowski, 2011). The application of Westphalia model in cyber security will play a key role in enhancing security on the internet. The United States faces increasing cyber security threats from countries such as Russia and China and driven by terror groups or other opportunities individuals. The Westphalia model will create boundaries in each region and thus provide the governments with greater control of how the internet is used and thus help to curb unwanted practices. 

Today the hackers have free control over the internet, and this enables them to exploit the internet and use it to access and cause harm to systems despite their country of origin. With increased control of the government on the internet, the governments will be able to effectively identify hacking attempts and corporate with other names to identify the culprit and deter such behavior (Demchak & Dombrowski, 2011). The Westphalia model in cyberspace will translate to increased detection and analyses of internet resources thus enabling them to address any cyber security threats leaving or entering the country’s cyberspace. At the global level, the Westphalia model provides increased sovereignty and control over the internet, but it also works to develop international and regional partnership as evidenced in the current political environment enabling the governments to promote collaborative effort to identify sources of threats to cyber security thus enhancing promoting the more secure use of cyberspace (Demchak & Dombrowski, 2011).
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Conference 2: Topic 1 – Advanced Persistent Threats

Advanced persistent threats (APT) are referred to as any network attack where an unauthorized person gain access to the network and remains there undetected for a long duration. In ATP the attackers utilize a variety of strategies to break into a network and avoid being detected. The attackers conduct the APT through five main stages that are reconnaissance, incursion, discovery, capture and finally exfiltration (Friedberg, Skopik Settanni & Fiedler, 2015). The attacker in APTs leverages information from a variety of sources to gain a better understanding of the target. Incursion involves the use of information gained through phishing or social engineering to break into the network and implement a malware (Friedberg et al., 2015). The next phase is the discovery stage which involves the mapping out of defenses from within and deployment of multiple parallel kill chains to succeed in their plan. The next phase is capture in which information is captured over an extended period. The final phase is where captured data is sent back to the attacker for analysis as well as further exploitation.

Advanced persistent threats have an adverse impact on security as they involve the siphoning of sensitive and private data from the next. Classified information is easily accessed through the implementation of the APTs.  Cybersecurity is compromised by the advanced persistent threats as valuable information is harvested over a long period (Chen, Desmet & Huygens, 2014). The entire organization is vulnerable as the ATP can continue for years, continuously gathering private information that is sold to third parties especially in the case of businesses. High-value information such as corporates secrets as well as government information is compromised. 

Policies and procedures that can be implemented to protect against APTs include the upgrade of the perimeter as well as network-based security, also, to focus projection strategies on malicious content (Brewer, 2014). The installation of antiviruses such as Kaspersky with the ability to enhance Application Control and Whitelisting that provide functioned needed to address the development of APTs (Brewer, 2014). Patch operating system vulnerabilities is used to determine any vulnerabilities that may be exploited to access the network. Restricting of administrative privileges to applications and the operating system based on user duties is another strategy to ensure adequate protection against APTs.
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Topic 2 – Emerging Cybersecurity Vulnerabilities

The use of social media has enhanced connectivity and communication and has been critical to the success of the social, political and economic aspects of society. However, the social networks have become an increasing area of cybersecurity vulnerability. Due to the access of millions of people in the social networks has enhanced cybersecurity threats especially in the business environment (Nerney, 2011). Various threats are affecting the social networks such as social networking worms that are used to hijack accounts and further infect other platforms or systems. Worms such as Koobface has been used to propagate itself on social networks exploiting vulnerabilities to gain personal information (Nerney, 2011). Phishing scams are other threats that have been utilized to lure unsuspecting users to provide details of their accounts and finally hacking those accounts. Trojans such as Zeus are now popular in social networks that are used to disrupt the social media use as well a harvest sensitive data (Nerney, 2011). Shortened links are utilized to enable the user to unknowingly install malware that is used to gain access to the network. Botnets and advanced persistent threats are examples of other threats to social networks. Social engineering is another threat that provides access to the information such as password and login details compromising protected information. Account takeover and malicious content are examples of critical threats to social networks.

Management policies to mitigate the threat to social networks include social engineering and phishing training designed to enhance the competencies of the users to identify and avoid phishing scams as well as social engineering techniques (Jones, 2016). The development of strong social media policy that restricts access to social sites using the company network is an effective strategy to address this problem. The social media policy can outline acceptable behaviors regarding the use of social media and the type of information that can be posted (Jones, 2016). The purchase of social media protection applications that provide a layer of security to the social media accounts is necessary to safeguard the security of the network and the social networks.
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Topic 3 – Mitigating the Global Cybersecurity Attacks on Enterprises

Connectivity through the use of the internet has enhanced commerce and social development, but it has however increased the vulnerability of companies to attacks from any part of the world. Cybersecurity threats arise from all parts of the world identifying the need for effective and cybersecurity policies within firms to mitigate these threats. The first policy the firm needs to implement is a strong social media policy (Sapci, 2015). An effective social media policy outlines employee access and thus controls the employee who is allowed to access social media sites. A social media policy highlights account management procedures as well as the acceptable use of social networks. An effective social media policy needs to outline the conduct of the employee content and security protocols that need to be observed (Sapci, 2015).

An employee internet usage policy is also needed to mitigate these cybersecurity threats. Such a policy helps to clearly outline how and when the employees access the internet and the activities they are involved in (Sapci, 2015). The policy would control how files are downloaded to ensure they do not have malware. The policy would, for instance, prohibit the employees from accessing company information in unsecured wireless connections or through the use of company computers (Arnesen & Weis, 2007). The policy needs to outline procedures that involve communications on the internet as well.

Cybersecurity Education Policy is critical to mitigating the cybersecurity threats. The policy outlines the level of education about threats and strategies to mitigate such threats. The cyber security education policy would enhance the ability of the employees to recognize scams such as social engineering, online fraud, and phishing (Arnesen & Weis, 2007). The cybersecurity education policy also highlights strategies of verifying sources of information and identify of the user before sharing information. The training needs to be regularly updated to ensure that the employees are up-to-date with trending threats and how to manage those threats as the field of cybersecurity keeps on evolving constantly.
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Topic 4 – Vulnerability Assessments

Vulnerability assessment is described by Zamboni (2008) as the process that defines, highlights and clarifies the security gaps or vulnerabilities within a computer, communication infrastructure or network. Vulnerability assessments are therefore utilized to determine the effectiveness of security measures that have been implemented. A vulnerability assessment is indispensable to the security of the network as it helps to highlight vulnerabilities that may be utilized during an attack to comprise the cybersecurity of the network (Zamboni, 2008). Vulnerability assessment can identify unnecessary open user accounts, open ports, open shares, rogue devices connected to the computer system, unwanted script configurations, incorrect permission within important files as well as unidentified running programs within the system that may provide easy access to the computer network (Peltier, Peltier & Blackley, 2003). Vulnerability assessment can identify default passwords, unnecessary web service, dangerous applications such as third party applications and unnecessary services that may be running on the system.

The steps to conducting vulnerability assessments include identification and understanding of the business process which helps to clarify which processes are expected within the system (Peltier et al., 2003). The second step involves the establishment of the applications as well as data that supports the business process. Finding hidden data involves analysis of the software development environment. Determining the hardware that underlies the data and applications within the business is an important step in classifying what is expected from the vulnerability scan. Mapping the network infrastructure is another step that helps to identify what is expected from the scan and what is termed as unnecessary (Peltier et al., 2003). The next step is the identification of controls and resources in place before running the vulnerability scan through the use of various venerability scanners in the market. Once the scan has been completed the subsequence course of action involves removing any malicious malware or application as well as the closing any open ports that may provide back-door access to the attackers (Peltier et al., 2003). Vulnerability assessment should be conducted as routinely as possible and if possible on a daily basis to identify vulnerabilities that may develop as the system is being used.
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Conference Paper 3: Topic 1 – Management Actions before Cyber Attack

The management of an organization must take the lead in directing the organization on who to act when a cyber-attack occurs. The first managerial task that must be taken is the development of an organization-wide incident response plan that outlines the responsibilities of the different departments and employees to contain the attack and safeguard sensitive information (Chen, Chong & Zhang, 2004). Such a plan will work to mitigate the damage of the attacks and prevent further attacks.  Identification of the valuable information and the deployment of measures to safeguard it such as making copies and storing them in devices that are not connected to the network is an important strategy aimed at safeguarding information from being manipulated by the attackers (Chen et al., 2004). Identifying key assets and protecting them is an important part of the risk management plan.  Conducting venerability assessment is import to identify gaps in cyber security so that they can be addressed in time and prevent attacks. Establishment of contingency plans is critical to outline how the response to the attack will be carried out. 

A crisis management plan is integral to the response process of the organization and enables the business to recover quickly. Crisis management plan, for instance, outlines employees who form the crisis management team charged with responding, coordinating and reacting to the attack (Von Solms & Van Niekerk, 2013). Outlining who is responsible for specific activities after the attack has taken place enhance the recovery rate of the organization as responsibilities and personnel have been identified.  Crisis management helps to train and coordinate the activities of personnel in response to the cyber-attack enhancing the rate at which action is taken. Crisis management seeks to establish notification and monitoring systems enabling the organizations to know when they have been attacked and monitor how much damage has been done (Von Solms & Van Niekerk, 2013). A communication plan ensures that the attack is effectively communicated to the stakeholders and thus ensuring that a collaborative effort to contain the attack is implemented.
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Topic 2: Business Continuity Plans

Business continuity plans (BCP) are documents that outline the targets and risk that face the business and ensure that the operations of the personnel and assets continue to function even in the case of disasters. BCPs are holistic management processes that identify the impact of threats and provide a framework for developing resilience against the threats identified (Clas, 2008). Business continuity plans provide an organization with the flexibility and direction needed to be responsive and recover after a disaster. The BCP is also critical to the continued functionality of business after cyber-attacks. The BCP aim is to minimize the interruption of normal business operations, minimize manage or disruption of operations and provide alternative means of operations (Clas, 2008). BCP is thus essential to corporate risk management as it seeks to protect access to the crucial data and assets while lowering the cost of cyber incidents.

The steps in the development of BCP to address cyber threats can be summarized into four main steps. The first step involves the identification and protection of critical assets as well as functions. This step involves the identification of key information and asset and continuously backing up data from daily operations in off-site servers which ensure that in the case of an attack the information is not lost or damaged (Cerullo & Cerullo, 2004). Regular back-ups are thus an important element of this step.  Identifying and communicating the roles of the employees in case of a cyber-attack is another step in the development of the BCP. Training and routinely testing the BCP is part of this step as it ensures that the employees are well informed of their roles in such a scenario (Cerullo & Cerullo, 2004). Development of a crisis management team to transition the workplace and help to restore practices is another critical component of the BCP. The fourth step involves the preparations of key stakeholders and the development of five communication to ensure that time is not wasted as all efforts can be placed on recovery.
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Topic 3 - Offensive Cyber Attack Technology

Offensive cyber-attack technologies have revolutionized the field of cyber security. The use of offensive cyber-attack technologies to gain control and advance strategic objectives have been developed (Lin, 2010). Various offensive cyber-attack technologies have been developed, but none has the capabilities of Stuxnet which are a sophisticated offensive technology. Stuxnet is a worm designed to specifically target programmable logic controllers within a nuclear or any other system and ensure that it malfunctions. Stuxnet is a sophisticated and aggressive offensive technology that was utilized to sabotage the nuclear program of Iran (Shaheen, 2014). Stuxnet works by executing routine functions while automatically executes copies of itself designed to provide false reports by hiding malicious files and processes.

Flame is another example of an offensive cyber-attack technology. Flame is a malware designed for espionage with the ability to go undetected in systems. It can replicate onto other networks through the use of USB and local networks (Shaheen, 2014). It can record audio take screenshots, monitor network traffic as well as keyboard activities. It can connect using Bluetooth devices enabling it to download information from one computer to another. It sends data back to the command servers and has a kill command enabling it to wipe itself and all files related to it, therefore, going by unnoticed.

Gauss is another offensive cyber-attack technology similar to Flame and Stuxnet. Gauss main objective is to target banking information specifically those operating in Lebanon (Bencsáth, Pék, Buttyán & Felegyhazi, 2012). It was discovered in the Middle East and is therefore noted to be developed by a given state for the purpose of espionage. It infects 32-bit Windows computers but the ability to collect data through USB drives from the 64-bit Windows computers (Shaheen, 2014). It was designed to steal passwords and browsers cookies from banks. Offensive cyber-attack technologies should not be used as they can lead to cyber warfare which can then escalate into physical warfare.
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Topic 4 - Building a Coordinated Federal Cyber Strategy

An effective approach to developing a comprehensive, collaborative strategy to reduce cyber security attacks is the use of the Government Accountability Office (GAO) Cybersecurity strategy. These strategies were defined to define the national strategy, responsibilities as well as roles of different players in addressing cyber security threats. GAO cybersecurity strategy outlines the need to support the implementation of ventures such as the Comprehensive National Cyber security Initiative abbreviated as CNCI (Harknett & Stever, 2011). The CNCI identifies the development of 12 actions designed to foster unity and collaboration in the federal government in response to cybersecurity. The first initiative identifies the need to develop the Federal Enterprise Network that consolidates different security agencies (Rollins, 2009). The second initiative involves the deployment of intrusion detection systems across the Federal Enterprise identifying authorized users as well as malicious code to safeguard the security of these systems (Rollins, 2009). 
Deployment of intrusions prevention system in all Federal systems was another collaborative approach to addressing cybersecurity in the federal government. Research and development coordination by the government geared towards cybersecurity research and the identification of gaps that need to be addressed (Maughan, 2010). The development of a central operations center designed to provide information to all federal entities about cyber security. The devolvement of government-wide cyber counterintelligence plan was highlighted as a critical strategy in enhancing collaborative efforts in mitigating the threats to cybersecurity (Rollins, 2009). Enhancement of security for the classified networks that house Federal entities, as well as the implementation of cyber education, were identified as key initiatives to reducing the threat of cyber-attacks. The development of technologies beyond those currently in the market was noted as a key strategy for promoting cyber security (Rollins, 2009). Other initiatives included the development of determining programs and strategies as well as the development of a multi-pronged approach to supply chain risk management. The final initiative to creating a collaborative approach to enhancing cybersecurity in the federal government involves the extension of cybersecurity into critical infrastructure.
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