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Conference 1
Cybercrime law

 The most critical and effective cybercrime law currently available to the law enforcement agencies is the 1998 Identity Theft and Assumption Deterrence Act (Finklea, 2009). This is a federal law and what makes it so important is that it specifically outline the type of computer crime it seeks to stop as compared to other computer crime laws that are developed to deal with general computer crimes. The law was developed to address the rising cases of identity theft in the United States. Before this law was enacted the law enforcement agencies relied on various federal laws which broadly identified what identify theft meant and this was a hindrance to effectively promoting cyber security (Finklea, 2009). The Identity Theft and Assumption Deterrence Act popularly referred to as ITADA helped to streamline identify theft investigation by providing ten specific prohibitions under this law such as the transfer of identification that has been produced unlawfully of one that has been stolen (Stroup, 2016). This law goes further to identify the types of penalties for this specific computer crime therefore adequately clarifying what punishments are to be imposed on culprits of this crime. An individual who spends more than one thousand dollars in a year due to the violation of the law is to be imprisoned for 15 years while those who use identity theft for drug trafficking or acts of violence get a jail term of 20 to 25 years (Vacca, 2003). This law has been critical to addressing the problem of identity theft through its provisions that mandate the Federal Trade Commission to receive complaints on identity theft from the public, therefore, providing the law enforcement agencies a platform for investigating these cases and apprehending the criminals (Stroup, 2016). It helps to promote the partnerships between the law enforcement agencies and the Federal Trade Commission to track and stop the rise of identity theft in the country.
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Damaging corporate computer crime

The most damaging computer crime in the corporate world today is the theft of sensitive and personal data also known as data breaches that are achieved through hacking. Data breaches mean that the data has been compromised and has been accessed by authorized parties. Hackers have become the biggest threat to the personal and sensitive data housed by the corporations (Gatzlaff & McCullough, 2010).  Sensitive data refers to corporate secrets and private data belonging to the company which when stolen can be sold to competitors leaving a company vulnerable to completion losing its business and revenue is a major threat (Gatzlaff & McCullough, 2010). Personal data belong to the stakeholders such as employees, customers, and business associates can also be stolen by hackers. Personal information can then be used to steal money from accounts by getting information such as credit card numbers, exposing this information to the public could lead to the loss of privacy as some data is of critical and sensitive nature which schemes such as blackmail or identity theft. Corporations fear any computer crime that puts sensitive data in the hands of authorized persons who may use it for malicious endeavors. Companies such as Premera, Anthem and Ashley Madison in 2015 faced data breaches (Kirk, 2015). Ashley Madison, a cheating website, was breached with data been stolen. The data stolen was sensitive in that it include personally identifiable information and had damaging consequences to the users and the company if the data was released. The data stolen from the company included the names, phone numbers, addresses, encrypted passwords as well as credit card transactions for more than 32 million users (Ashford, 2015). The exposure of such information to the public could lead the users to lose faith in the company’s ability to maintain the security of their information leading to collapse of the company.  Health information and personally identifiable information was compromised in the Premera and Anthem data breaches. About 78 million records were compromised, and this data included health information such as procedures and treatments as well as credit card numbers and addresses of the customers making data breach one of the most feared corporate crimes (Kirk, 2015).
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Conference 2
Digital forensics principles
Guidelines and principles for conducting digital forensics are necessary to outline to govern the analysis, processing as well as the examination of digital crime scenes. The principle that governs evidence examination in digital crime scenes is of great important as it provides the basis for which data is extracted and analyzed. The principle identifies that evidence examination should be done by a competent person who follows the standard operating procedures of data examination in which all process must be documented to ensure that the process of examination can be repeated to get the same results (Ncjrs.gov, 2012). The examination of forensic evidence should not be conducted on original evidence when possible. This principle outlines how data is to be collected and extracted from the media. This principle is crucial for the investigation of digital crime scenes as it highlights the key procedures to be implemented when investigating digital crimes. For instance, the preparation for examining the digital evidence requires that the forensic experts separate evidentiary files from the original evidence. Extraction of evidence, on the other hand, can be done by the use of logical or physical methods (Casey, 2011). This principle highlights how data is to be extracted to ensure that integrity of the evidence is maintained. Physical extrication, for instance, is the extraction of data across physical drives without regard for the file system while the logical extrication phase involves the recovery of files and data which are based on the file system operating system or application. What makes this principle of examining evidence so crucial to the investigation of computer crimes is that it also outlines procedures for the analysis of the extracted data guiding the forensic expert on how to handle the evidence collected (Volonino, Anzaldua & Godwin, 2006). The analysis used for the extracted data include time frame analysis, data hiding analysis, application and file analysis as well as ownership and possession analysis.
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Hiding data

Data can be hidden in the storage media through some ways with the first being to hide the data in Host Protected Area (HPA). Hard drives have reserved area where data can be hidden. Device configuration overlay, for instance, provides for the modification of the apparent features of the hard drive such as the as the available clusters (Berghel, Hoelzer & Sthultz, 2008). The HPA was designed to allow vendors to store data that is protected from normal user activities and thus provides the best place for the hiding of data. Data can also be hidden in the partitions of the hard disk as it can be partitioned to various virtual files from which data can be stored. A partition as identified by Berghel et al. (2008) is a set of consecutive blocks that appear to the operation system defined as separate logical volumes. There is a partition reserved for Master Boot Record within the hard disk. The partition for MBR can be extended to provide more space for the hiding of data. Steganography is described as the act of hiding data while steganalysis is the act of identifying the hidden data (Piper, Davis, Manes & Shenoi, 2005). Computer forensics can identify the hidden data through some ways the first being to gain access to a host protected area which can identify the presence of user-created data and thus indicate any attempt to conceal the data (Mansour, Awwad & Mohammed, 2012). Linking the file headers to their corresponding file extensions to determine if any mismatches exist is an effective way of identifying hidden data (Piper et al., 2005). The presence of mismatches, therefore, indicates the intentional act of hiding data by the user. Forensic experts can use a variety of tools such as EnCase and Ilook Investigator that have the ability to analyze and filter hidden information found in unused clusters or the partitions in the storage devices. These files have the ability to capture the TCP/IP packets that contain hidden or invalid information in the packet headers.
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Conference 3
Use of technical terms
Technical terms in computer forensic may not be understood by other parties such as juries, judges or the lawyers and thus it is critical to determine ways to present technical terms to a nontechnical courtroom audience. The first strategy is the use of analogies to explain the technical terms in layman’s language that can be understood by the audience (Boyette, 2001). The other way to present technical terms to a nontechnical audience is to substitute the technical terms with normal words that are used by the people to enhance their understanding of these technical terms (Huffman, 2015). For example, there is no need of explaining steganography to the courtroom but instead, explain how data is hidden in storage in simple terms such as recording the data on storage mediums instead of using words such as burning of data into the disk when explaining the hiding of data. A term such as encryption of data may be too sophisticated for some audiences, and thus the need to simplify such terminologies for the understanding of the courtroom audience is necessary. Substituting the word encryption for something that the audience understand and relate to is an efficient way to ensures terminologies do not confuse the audience and have the intended purpose of informing about the computer crime (Tennant, 2008). Words such as to cipher to encode or to conceal can easily be used to substitute the word encryption. The act of substituting terminologies with easily understandable words or using analogies to explain technical terms is an effective approach to ensuring that forensic experts can provide factual and relatable evidence to court cases and ensures that judgment is implemented. Technical terms must be well understood to educate the court on evidence collected affirming the guilt or innocence of a suspect.
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Confusing terminologies

Various words have different meanings depending on the field of profession (Garrie, 2014). Words such as perimortem may have a different meaning for the digital forensic expert, the jurors, the judge and the lawyer. Perimortem to the jurors, the judge, and the lawyers may only be applicable if there is a body and it does not make senses to these group of individuals to use that word to describe the examination of evidence. However, to the digital forensic expert perimortem refers to the analysis of forensics evidence before the actual event took place. Where it is skin cells, blood samples or data fragments the examination of these evidence helps to gain an in-depth understanding of what happened and how it happened. Therefore one terminology may be confusing as it may be interpreted in different ways by different parties which limit the efficiency of using such terminologies (Kessler, 2010). This potential issue can be reduced by the use of technical terminologies only when no other word or statement can be used in its place. Training digital forensic experts on how to configure their testimony to reduce and eliminate the technical jargon would help to reduce this potential issues (Sherman, 2006). Having court screens that identify the technical jargons for the audience from the judges to the jurors would be another way to eliminate the issue. Having screens that identify any technical word used within the court's room accompanied by sufficient description of the word alongside an analogy as well as an example of the terminology in use would help to educate the audience and ensure the understanding of all the parties involved. The use of technical jargon is a problem that has plagued the current courtroom as experts in various fields fail to effectively explain the terminologies they use and how those terminologies apply to the case.
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Conference 4

Malware analysis environment

Malware analysis environment provides the computer forensic expert and opportunity to study the malware in a controlled environment to determine its impact, the language it was written in, date of installation, how it is spread among other factors. One of the major items to consider when developing a malware analysis environment is the system in which the environment is to be created whether virtual or physical (Kendall & McMillan, 2007). This is because some malware can detect when they have been introduced into a virtual environment. The second item to consider is the isolation of the laboratory system from the production environment (Stavrou, Bos, & Portokalidis, 2014). This is critical to ensure that the malware does not escape and infiltrate other systems and this can be achieved by separating the production environment from the laboratory system through the use of a firewall (Stavrou et al., 2014). It can also be achieved by not connecting the production network to the laboratory network to prevent firewall configuration errors that may allow the malware to bypass the restrictions. Just as the computer forensic experts have been able to analyze malware in a controlled environment, the malware creators have been able to analyze controlled environment and developed malware that detects and reacts differently when introduced in a controlled environment (Sikorski & Honig, 2012). Malware can detect specific differences between being run on the real system and when it is run on a virtual network with the malware then diffusing and encrypting its data to ensure that the code is not read (Sikorski & Honig, 2012). Malware typically operates by injecting malicious code into various programs and applications and when such a malware detected that it had been introduced into a virtual system refrain from injecting malicious code which prevents the analyst from catching it in the process of doing its work and reading the code it tries to inject. These acts, therefore, prevent the analysts from understanding how the malware operates.
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Remote Access Trojan (RAT)

A remote access Trojan is described any malware that provides a back door into the administrative controls of the network. One of the most famous remote access Trojan is the Mirage. This RAT has been detected in various corporate networks from an energy company in Canada, high profile oil company the Philippines as well as a military organization in Taiwan. This RAT has been specifically used to target high profile corporates (Vijayan, 2012).  The RAT was specifically designed to spear-phish emails that targeted the senior to mid-level executives in this introduced the RAT into the system. The RAT was also disguised as a PDF document which when opened released the Trojan into the system. The RAT was designed to create a copy of itself in the system while deleting the original (Cutler, 2012). The newly developed copy then creates registry keys which ensure that network is constantly infected after every reboot (Cutler, 2012). New versions of this RAT have been developed as well and continue to infect more systems making it difficult to control its spread. The remote access Trojan has been used to steal confidential information from these companies (Cutler, 2012). What makes RAT dangerous its ability to capture not only data but conversations shared across device through the use of webcams. Computer forensic experts can detect a RAT by viewing the running process from the task manager. Since the task manager identifies all process running in the system, the forensic expert can analyze all the process to determine any unusual use of the Central Processing Unit (Adachi & Omote, 2016). The forensic experts can analyze and detect any unusual or strange names of the applications currently running. The forensic expert can then identify the location of the specific application and determine whether it is a RAT by googling it or checking the processes being executed by that application.
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Conferences 5
Business continuity planning

Business continuity planning as described by Fulmer & Rothstein (2015) is the act of creating systems of prevention as well as recovery to deal with any potential threats that a company may face. Business continuity planning is an integral part of risk management as it helps to develop contingency measures to address threats to the company. Computer forensics can be incorporated into the business continuity planning to address the risk of computer crimes in the company (Fulmer & Rothstein, 2015). Business continuity planning is characterized by five phases in cyclical order from the analysis, solution design, the implementation, testing and acceptance and finally the maintenance. Business continuity planning addresses potential threats while computer forensics helps the company to address potential cyber threats not just those found in the physical world.  Computer forensics can play a crucial role in the analysis of vulnerabilities in the company networks and help to identify various threats (Tipton & Nozaki, 2012). Computer forensics is thus implemented in the analysis phase of the business continuity planning process. Computer forensics can be used to run the business impact analysis which analyses all computer threats and determines the level of threat to the functionality of the business.  Computer forensics can then be used to run the threats and risk analysis process which aims to quantify the risk of each threat to the continuity of the business (Bishop et al., 2010). Impact scenarios are the next process of the analysis process, and this involves testing the impact the computer threats may have on the organization. The next step involves the identification of the recovery process whereby computer forensics can easily determine the best alternative to address the problem from arising or how it can be resolved (Fulmer & Rothstein, 2015). Computer forensics is therefore integrated into the business continuity plan to ensure that cyber threats are identified, and contingency measures are implemented to address these threats enhancing the risk management process in the company.
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Role of computer forensics in recovering from cyber attacks

With the increasing threats from cyber-attacks, the need for computer forensics to help companies and individuals to recover is important. For instance, the computer forensic experts examine digital fingerprints to determine how cyber-attacks were carried out. Determining how computer systems were compromised is important as it helps the victims to develop more secure safeguards and address vulnerabilities in their systems to prevent such as case from occurring (Bassett, Bass & O’Brien, 2006). Computer forensic experts also have the ability to stop threats as they occur and to some extent retrieve valuable data from the cyber attackers and ensuring that persons and organizations can recover from such attacks. In cyber-attacks such as denial of services, the digital forensic experts can pinpoint locations of attacks and help to capture the cybercriminal freeing the systems that had been taken. Computer forensics help to recover from attacks by identifying loopholes or vulnerabilities in a system that can be exploited in the next attack and helping companies to set up effective security measures such as firewalls and malware detectors that aim to prevent further attacks (Kent, Chevalier, Grance & Dang, 2006). Computer forensic helps to determine how systems were penetrated and assist law enforcement in prosecuting the offenders enabling organizations to gain back what was stolen. The computer forensic experts aim to contain threats and eliminate them before they do any further harm and thus help to return the system to its normal operations. Computer forensic experts help to analyze each resource that is involved in the business process and determine any faults with systems that can be exploited. Computer forensics can help the organization to recover from cyber-attacks by tracking down the source of breaches or malicious software that is facilitating the threat (Noblett, Pollitt & Presley, 2000). The identification of the methods and code used by cyber-attacks to infiltrate a system can be identified by the computer forensics helping to eliminate those threats and helping companies to regain control of their systems.
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